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Abstract of the contribution: This contribution discusses the deactivation of UE-derived QoS rules for both CP and UP mechanisms and suggests a way forward.
1
Discussion
1.1
General

The use of concurrent QoS rules in the UE has direct impact on the overall processing required (packet filters, packet inspection). Therefore, it is important to ensure that QoS rules can be deactivated especially when not in use. 
1.2
Control Plane mechanism
As proposed in [4], the reception of a DL Reflective QoS rule triggers the creation and activation of a corresponding UE-derived QoS rule. Otherwise without such proposal, the DL Reflective QoS rule can trigger the activation of a multiplicity of UE-derived QoS rules, for DL packets matching this DL rule. Regardless of the approach, the DL Reflective QoS Rule has a direct impact on whether or not corresponding UE-derived QoS rule(s) are used. Hence the following proposals:
Proposal 1a (preferred): A DL Reflective QoS Rule shall be deleted upon explicit indication from the 5GC to the UE to delete the rule.

Proposal 1b: Reflective QoS shall be disabled for a DL Reflective QoS Rule upon explicit indication from the 5GC to the UE to remove the RQI from this rule. NOTE: it could be considered to simply delete this rule instead (i.e. proposal 10a). However, proposal 1a is preferred. Therefore, proposal 1b is not retained in the conclusions of this document.
Proposal 2: The deletion of a DL Reflective QoS Rule (Proposal 1a) and the removal of the RQI from a DL Reflective QoS Rule (Proposal 1b) shall each trigger the deletion (hence deactivation) of any UE-derived QoS Rule created based on this DL Reflective QoS Rule.

The above is illustrated on the diagram below.
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Figure 1. AN involvement for the Control Plane mechanism
1.3
User Plane mechanism

1.3.1
General
As per [1], every single DL packet subject to Reflective QoS includes an RQI over N3 (set by the UPF). This is expected to activate Reflective QoS for the next uplink packet matching the corresponding UE-derived QoS rule.

But a few questions are so far unanswered or deserve important clarifications:

Question 1.1: Is the UE-derived QoS rule active for a specified NUL number of UL packets (NUL=1) or for an “unlimited” number of packets? Said otherwise, is a UE-derived QoS rule automatically deactivated upon transmission of NUL UL packets?
NOTE: 
the current text in TS23.501 seems to imply a single uplink packet: “For traffic that is subject to reflective QoS, the UL packet gets the same QoS marking as the reflected DL packet.”

Question 1.2: If active for a specified number of UL packet(s) (i.e. 1 DL packet for 1 UL packet) – is this number incremental i.e. do NDL consecutive DL packets lead to the UE-derived QoS rule being active for NDL x NUL corresponding UL packets or always only NUL uplink packets? 

The two approaches outlined in Question 1.1 are compared in the following table.

Table 1. Comparison of UE-derived QoS rule activities for NUL or Unlimited UL packets
	
	Answer 1.1: NUL
	Answer 1.1: Unlimited

	Pros
	Implicit deactivation after UL packet Tx
	DL traffic not required to “re-activate” (except after NW-triggered deactivation)

	Cons
	1. DL traffic required to “re-activate” 

2. Some UL packets may miss Reflective QoS i.e. after deactivation
3. UE-triggered de-activation mechanism needed in absence of UL packets to transmit
	1. No implicit deactivation
2. NW-triggered de-activation mechanism needed
3. UE-triggered de-activation mechanism needed in absence of UL packets to transmit
4. More concurrent UE-derived QoS rules expected



As per Table 1, neither of the two approaches seems completely adequate, hence some “hybrid” approach is preferred (hence invalidating Question 1.2) whereby the number of UL packets is neither unlimited nor explicitly restricted.
Proposal 3: Following the activation of a UE-derived QoS rule, it is proposed to keep this rule active, subject to availability of UL packets to transmit matching this rule, and to deactivate it in absence of such UL packets.

Following proposal 3, and as per earlier discussions in SA2 the following questions is open:

Question 2:  “How long” should a UE-derived QoS rule last once activated and pending UL packets? 

The deactivation of a UE-derived QoS rule is discussed in the following sub-clauses. A number of approaches can be identified: DL/UL keep-alive timers approach, DL keep-alive timer approach, Explicit deactivation approach, and, complementary to those, UE-triggered deactivation.
1.3.2
Deactivation mechanisms
1.3.2.1
DL/UL keep-alive timers approach

In this approach, NAS timers on both network and UE sides are used:
-
A first set of timers TN1 and TU1 control a time limit within which an UL packet may be sent using a UE-derived QoS rule, following the reception of a corresponding DL packet. 

-
A second set of timers TU2 and TN2 control a time limit within which an UL packet may be sent using a UE-derived QoS rule following the transmission of a previous UL packet with the same rule, while no new DL packet is received.

NOTE: 
TN1 and TU1 are expected to be set larger than TU2 and TN2.

Proposal 4: The duration of the timers shall be specified.
TN1 and TU1 are used for each UE-derived QoS rule (and corresponding 5-tuple/QFI/RQI set on the network side) as follows; 

-
The network (resets and) starts timer TN1 when a DL packet is issued with a RQI from the UPF 

-
The UE (resets and) starts timer TU1 when a UE-derived QoS rule is created

-
The network timer TN1 is reset and restarted every time a new DL packet is received with the same 5-tuple.

-
The UE timer TU1 is reset and restarted every time a new DL packet is received subject to Reflective QoS with the same UE-derived QoS rule

-
The network timer TN1 is stopped upon reception of an UL packet corresponding to the reflected DL packet

-
The UE timer TU1 is stopped upon transmission of an UL packet matching the UE-derived QoS rule
-
Upon expiry of timer TN1 the UPF notifies the AN and stops verifying the corresponding use of Reflective QoS by the UE

-
Upon expiry of timer TU1 the UE deletes the corresponding UE-derived QoS rule

TN2 and TU2 are used for each UE-derived QoS rule (and corresponding 5-tuple/QFI/RQI set on the network side) as follows: 
-
Upon stopping UE timer TU1 the UE (resets and) starts timer TU2.

-
Upon stopping network timer TN1 the network (resets and) starts timer TN2.

-
The UE timer TU2 is reset and restarted when a new UL packet is received matching the UE-derived QoS rule.

-
The network timer TN2 is reset and restarted when a new UL packet is received corresponding to the reflected DL packet

-
The UE timer TU2 is stopped when timer TU1 is restarted.

-
The network timer TN2 is stopped when timer TN1 is restarted.

-
Upon expiry of timer TU2 the UE deletes the corresponding UE-derived QoS rule

-
Upon expiry of timer TN2 the UPF notifies the AN and stops verifying the corresponding use of Reflective QoS by the UE
Dummy keep-alive packets may be required (same 5-tuple, RQI), should the network wish to keep a UE-derived QoS rule active beyond the expected TU1/TN1 expiry when no new DL packet is to be transmitted (i.e. the timer will be reset upon reception of the dummy packet) – however this is not expected to be a common case with DL-biased traffic.

A key benefit of this solution is the automatic deactivation of unused UE-derived QoS rules in the UE, in a predictable fashion from the network standpoint when timer values are not left implementation specific. 

The above is illustrated on the figure below:
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Figure 2. DL/UL timer-based approach

1.3.2.2
DL keep-alive timer approach
With this approach, the UE-derived QoS rule is kept active as long as (corresponding) downlink traffic is ongoing and unlike §1.3.2.1 is more reliant on the existence (and persistence) of DL traffic. The UE-derived QoS rule is deactivated when no incoming traffic is detected. As long as the UE-derived QoS rule is active, the UE may send any number of UL packets matching this rule.
In order to determine whether or not traffic is ongoing, and given gaps may exist between two DL packets, it is expected NAS UE and network timers are necessary, in order to avoid the frequent insertion of dummy DL packets: 
TN1 and TU1 are used for each UE-derived QoS rule (and corresponding 5-tuple/QFI/RQI set on the network side) as follows; 

-
The network (resets and) starts timer TN1 when a DL packet is issued with a RQI from the UPF 

-
The UE (resets and) starts timer TU1 when a UE-derived QoS rule is created

-
The network timer TN1 is reset and restarted every time a new DL packet is received with the same 5-tuple.

-
The UE timer TU1 is reset and restarted every time a new DL packet is received subject to Reflective QoS with the same UE-derived QoS rule

-
Upon expiry of timer TN1 the UPF notifies the AN and stops verifying the corresponding use of Reflective QoS by the UE

-
Upon expiry of timer TU1 the UE deletes the corresponding UE-derived QoS rule

Dummy keep-alive packets may be required (same 5-tuple, RQI), should the network wish to keep a UE-derived QoS rule active beyond the expected TU1/TN1 expiry when no new DL packet is to be transmitted (i.e. the timer will be reset upon reception of the dummy packet) – however this is not expected to be a common case with DL-biased traffic.
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Figure 3. DL keep-alive approach

Similar to solution §1.3.2.1, a key benefit of this solution is the automatic deactivation of unused UE-derived QoS rules in the UE, in a predictable fashion from the network standpoint when timer values are not left implementation specific. 

Proposal 4: The duration of the timers shall be specified.

This solution is simpler than that in §1.3.2.1, albeit probably less flexible.  However, it is deemed adequate for DL-biased traffic that we expect is most suitable for Reflective QoS. 
Proposal 5: The DL keep-alive timer approach shall be specified.

NOTE:
This approach could be used for the CP mechanism as well, following the same principle
1.3.2.3
Explicit deactivation indication
With this approach an explicit deactivation indication is provided by the network to the UE. The UE keeps the UE-derived rule active until an explicit deactivation is received from the network.

This approach relies on UE/network handshakes instead to keep both sides synchronized.

The indication could be provided by the UPF to the RAN in different ways:

a)
via specific signaling

b)
via in-band signaling i.e.

b1)
not including the RQI anylonger for packets originating from the same source
b2)
by including a DRQI (deactivate RQI) in DL packets originating from the same source
In our view, case b1) needs to be treated in specifications no matter which deactivation approach (timer/explicit) is specified, since the RQI is expected in every DL packet subject to Reflective QoS. With this in mind, approaches a) and b2) are deemed superfluous and should not be pursued.

Proposal 6: The specification shall define that when a DL packet without an RQI is sent following a DL packet from the same source and with an RQI, the network shall stop timer TN1 [§1.3.2.1] (and also TN2 if applicable [§1.3.2.2]), stop policing corresponding uplink packets for Reflective QoS, and the UE shall delete (hence deactivate) the corresponding UE-derived QoS rule and stop the associated timer TU1 [§1.3.2.1] (and also TU2 if applicable [§1.3.2.2]).
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Figure 7. Explicit deactivation indication

1. 4
UE-triggered deactivation 

As proposed in [3], a hard limit to the number of concurrent QoS rules a UE may support shall be considered.

Proposal 7: Should the number of concurrent QoS rules (risk to) be exceeded, the UE shall be able to single-handedly deactivate a UE-derived QoS rule whether activated via CP mechanism or UP mechanism. 

The UPF is able to identify whether, when Reflective QoS is ordered, it is used on an UL packet. Thus no indication from the UE is deemed necessary. However, it is FFS whether or not the UE shall indicate to the network when it single-handedly deletes (hence deactivates) a UE-derived QoS rule – e.g. such indication could prevent the network from requesting Reflective QoS.

Proposal 8: Although the UE-derived QoS rule to delete and deactivate can be left up to UE implementation, the following proposal could be considered for specification whereby the UE always deletes the “oldest” unused UE-derived QoS rule if any, else the least recently used UE-derived QoS rule. (a used UE-derived QoS rule is such that at least one uplink packet was sent using the rule).
E.g. this can be implemented as follows for the above proposals:

-
Solution §1.3.2.1 (DL/UL keep-alive timers):
-
the UE shall delete the UE-derived QoS rule with the largest running TU1, if any
-
else the UE shall deleted the UE-derived QoS rules with the largest running T U2.

-
Solution §1.3.2.2 (DL keep-alive timer): delete the oldest unused rule
-
The UE shall delete the UE-derived QoS rule with the largest running TU1.
3
Conclusions
Proposal 1a (preferred) [CP mechanism]: A DL Reflective QoS Rule shall be deleted upon explicit indication from the 5GC to the UE to delete the rule.

Proposal 2 [CP mechanism]: The deletion of a DL Reflective QoS Rule (Proposal 1a) shall trigger the deletion (hence deactivation) of any UE-derived QoS Rule created based on this DL Reflective QoS Rule.

Proposal 3 [UP mechanism]: Following the activation of a UE-derived QoS rule, it is proposed to keep this rule active, subject to availability of UL packets to transmit matching this rule and to deactivate it in absence of UL packets to transmit matching this rule.
Proposals 4&5 [UP mechanism]: The DL keep-alive timer approach §1.3.2.3 shall be specified. The timer values shall be specified i.e. shall not be signalled or configurable.

NOTE:
The DL keep-alive timer could be used with the CP mechanism as well
Proposal 6 [UP mechanism]: The specification shall define that when a DL packet without an RQI is sent following a DL packet from the same source and with an RQI, the network shall stop timer TN1 [§1.3.2.1] (and also TN2 if applicable [§1.3.2.2]), stop policing corresponding uplink packets for Reflective QoS, and the UE shall delete (hence deactivate) the corresponding UE-derived QoS rule and stop the associated timer TU1 [§1.3.2.1] (and also TU2 if applicable [§1.3.2.2]).

Proposal 7: Should the number of concurrent QoS rules (risk to) be exceeded, the UE shall be able to single-handedly deactivate a UE-derived QoS rule whether activated via CP mechanism or UP mechanism. 
Proposal 8: Although the UE-derived QoS rule to delete and deactivate can be left up to UE implementation, the following proposal could be considered for specification whereby the UE always deletes the “oldest” unused UE-derived QoS rule if any, else the least recently used UE-derived QoS rule. (a used UE-derived QoS rule is such that at least one uplink packet was sent using the rule)
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5.7.5.4
Enabling and disabling Reflective QoS 
[Changed by S2-17nnn4]
[COVERED by S2-17nnn4]
5.7.5.5
Activating and deactivating Reflective QoS 
[Introduced by S2-17nnn4]
[COVERED by S2-17nnn4]
5.7.5.5.1
General
The 5GC may only activate Reflective QoS on a QoS flow if Reflective QoS is enabled for this QoS flow. Reflective QoS may be activated either via User Plane or via Control Plane. The 5GC determines whether to activate the Reflective QoS function via Control Plane or User Plane based on policies and type of access.
5.7.5.5.4
Reflective QoS deactivation via User Plane

The UE shall delete (hence deactivate) a UE-derived QoS rule in the following cases:

-
after not having received any DL packet subject to Reflective QoS with the same UE-derived QoS rule for a specified time duration of [5s]. 
-
when a DL packet is received without an indication of Reflective QoS, following the reception of a DL packet with an indication of Reflective QoS from the exact same source.
The network shall stop policing uplink packets for a given Reflective QoS treatment in the following cases:

-
after not having received any DL packet subject to the same Reflective QoS treatment for a specified time duration of [5s].
-
when a DL packet is sent on N3 without a RQI, following the transmission, from the same source, of a DL packet on N3 with a RQI. 
5.7.5.5.5
Reflective QoS deactivation via Control Plane

Upon explicit indication by the 5GC to delete a DL Reflective QoS rule, the UE shall delete the DL Reflective QoS rule as well as deactivate and delete the corresponding UE-derived QoS rule.
5.7.5.5.6
UE-triggered Reflective QoS deactivation
The UE shall be able to single-handedly delete and deactivate a UE-derived QoS rule whether activated via CP mechanism or UP mechanism. How the UE determines which UE-derived QoS rule to deactivated is up to UE implementation.
NOTE:
The UPF will detect whether or not Reflective QoS is used as expected in uplink packets by verifying the QoS marking in these packets.
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